


Foreword

In recent decades, identity management has evolved from a static, fragmented area of interest into a wide and dynamic
area of public policy, inextricably linked to issues of security, social and economic development, human rights, stability
and regional cooperation. Governments recognise that identity management needs to be a crucial part of public policy
and that a reliable identity infrastructure is a pre-condition for good policy. Technological trends succeed each other so
rapidly that the further development and improvement of the identity infrastructure have become a continual concern of
governments.

The number of countries that currently have ePassports and elDcards, or are preparing to introduce them, is growing
fast. This gives rise to the question — one that unfortunately is not always given the required attention — what is the
significance of ePassports and elDcards for the use and control of these documents? What changes should governments
expect in the next 10 years and how can governments anticipate them effectively?

In October 2009, ID.academy organised the Expert Meeting on Identity Management in Amsterdam, during which
international experts shared their experience and knowledge of identity management and discussed the future of identity
infrastructure.

The present white paper deals with the outcome of the experts’ meeting. The paper will be of particular interest to
leaders and policymakers in governments responsible for sections of the identity infrastructure. Identity management is a
vital part of my division’s responsibilities. | therefore warmly recommend this white paper to you.

Head, Technical Cooperation Division
Migration Management Services Department

International Organization for Migration
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1.Introduction

This white paper is the result of an initiative of ID.academy?, which involved a three-day meeting (12-14 October
2009) in Amsterdam of 28 experts active in the field of identity management3. The focus of the meeting was

to explore directions for ID management in the 2020s. The programme included presentations and discussions
centred on the subject, combined with a number of visits to public organisations and private companies involved
in ID management activities, namely the Municipality of Amsterdam, Amsterdam Airport Schiphol and the company
SAGEM-Identification in Haarlem. The majority of participants were representatives from public national and
international organisations. About half of the participants came from the Netherlands, the other half came from
European and other countries.

After the introduction, this document is structured in 5 chapters:

2. A definition of the concept of identity.

3. A description of ID management in 2020 including a brief analysis of the current situation and a description of
the challenges identified for 2020.

4. A vision for ID management consisting of a definition of the ID management strategy and a description of the
ID management framework.

5. A series of directions to guide the development of an ID infrastructure and ID processes.

6. A conclusion summarising the challenges and the vision for ID management in 2020 and anticipating some
trends for 2030.

2 www.|Dacademy.nl

3 Hereinafter referred to as ID management: the acronym ID stands for “identity”.




2. Concept of identity

ID management relates primarily to human identity, which is defined by several aspects including biometric
identity, the attributed identity, biographic identity and the chosen identity [1]. Biometric identity is concerned
with what you are physically, such as your fingerprint, your iris, your face or the shape of your ears. Attributed
identity is related to what you have, such as your name, your social security number and your home address.
Biographic identity has to do with what you know, such as the details of your curriculum vitae. Finally chosen
identity relates to the aliases and avatars assigned to you and chosen by you in your professional and virtual
private life. All these aspects of human identity are used by people to set themselves apart as individuals one and
the same person (ipse or numerical identity) and not to be confused with other individuals, similar yet different
(idem or qualitative identity) [2 in: 3; 41].

Each aspect of the human identity does not offer the same possibility to distinguish one and the same person
from similar but different individuals. The strength of the link between a person and each aspect of the identity
differs considerably. For example, a biometric aspect of identity such as a fingerprint offers a much better
possibility to distinguish one person from another than an avatar and it is also much more closely related to the
person. However, a much better possibility does not mean a perfect possibility. Limitations exist and will continue
to exist in any process of identification or verification of people’s identity (ID processes) based on one or several
aspects of their identity.



3. ID management in 2020

3.1. Current situation

The benefits consecutive to technological advancement in the field of identity and travel documents remain

uncertain, in absence of an established and recognized ID management strategy.

The current situation in the field of ID management is a result of profound political changes and technological
developments that have taken place since 2000. The past decade has seen the emergence of global terrorist
threats and the subsequent boom in the development of biometric technologies for civil identification. From 2000
to 2010 most of the identity and travel documents have evolved from a completely paper-based substrate to a
partly polymer-based substrate, incorporating the personal data, a picture of the face and a machine-readable
zone (MRZ). More recent documents also embed an integrated circuit readable by radio frequency, called a Radio
Frequency ldentification chip or RFID-chip which stores electronic personal and biometric ID data like the face
and fingerprint pictures.

Currently, the benefits consecutive to technological advancement in the field of identity and travel documents
remain uncertain in the absence of an established and recognised ID management strategy. In the present
situation, “ID management framework” is still an embryonic concept, “ID infrastructure” a fragmented reality
and “ID management” a series of insufficiently defined and mastered processes, as is illustrated by the following
examples.




Example 1

Almost half of the 130 million children born in the world each year still do not benefit from a birth registration
and a birth certificate. In the case of the other half who do benefit from a birth certificate, the recognition of
the birth certificate as an authentic breeder document remains a complex task, as no effort exists is being
made to standardise the birth certificate.

Example 2
The interoperability of the biometric technologies underlying the current ID processes is highly insufficient,
both nationally and internationally, and the scalability of these technologies remains a technological

challenge.

Example 3
The operational error rates of the ID processes are unknown and based largely on operational circumstances
rather than on an ID management strategy. Therefore, these processes offer no guarantee of integrity and

security.

This has resulted in a lack of knowledge of the direct and indirect costs to users and civil society [5]. However
the perception, based on negative experiences, is that these costs are high and rising.



3.2. Challenges

The recent multilateral redistribution of the global political power should favour the establishment of a

robust link between a person and an identity, through the development and the standardisation of breeder
documents.

Inspired by their professional involvement in the ID management of civil activities, the experts who attended

the meeting contributed to a multidisciplinary discussion aimed at crafting a clear vision of ID management and
implementing it in the next decade. Their ambition was to define an ID management strategy, to describe an

ID management framework and to provide guidance for establishing an ID infrastructure and ID processes. The
reality is that the future will not bring perfect solutions to any problem of identification and verification of identity.
But what the future can bring is a shared strategy and a recognised concept for ID management, leading to
interoperable and scalable ID infrastructure solutions. These solutions are the backbone for secure civil activities,
like exercising civil and political rights, benefiting from social rights or travelling. In the light of this analysis,
development is foreseen in three different levels.

Firstly, the recent multilateral redistribution of the global political power should favour the establishment of
a robust link between a person and an identity, through the development and the standardisation of breeder
documents.

Secondly, the benefits of the technological development of the identity and travel documents should result in the
implementation of an interoperable and scalable ID infrastructure.

Thirdly, the mastering and the monitoring of the ID processes should guarantee their integrity and their security.




4. Vision

4.1. ID management strategy

A person is no longer identified at a municipality’s public counter because s/he is known personally to
the officer, but because s/he is the bearer of an ID document that can be verified according to a defined

process.

The strategy defined by the participants aims at establishing a secure link between a person and an identity,
from a person’s birth to his/her death and from an identity’s creation to its end. The nomadic, dematerialised and
somewhat anonymous life style, as well as the process-oriented organisation of our society, increase our freedom
andpossibilities to exercise our rights and benefit from services. But it increases simultaneously the opportunities
and the risks of abuse, particularly those related to ID fraud.

In practice a person is no longer identified at a municipality’s public counter because s/he is known personally to
the officer, but because s/he is the bearer of an ID document that can be verified according to a defined process.
However, the strength of the link established between this person and the identity through the ID document
depends on the integrity and the security of the upstream ID processes of creation, management and verification
of the identity, defined as the ID chain.

4.2. ID management framework

People create, challenge and end identities within an ID infrastructure according to the birth, the activities

and the death of individuals.




The ID management framework is a description of the infrastructure and processes described in the ID management
strategy. It analyses the environment to determine the type of organisation (public, private or public-private
partnership) for the ID infrastructure and its management. It describes the integration of this infrastructure in the
broader scope of the ID chain. It defines the requirements to determine the human, technological and financial
resources necessary to achieve the aim of the strategy.

People create, manage and terminate ID infrastructures according to the aim of the ID strategy. People also
create, manage and end identities within an ID infrastructure according to the birth, the activities and the death
of individuals. Digital technologies provide the solution to create, manage and terminate the repositories of
personal and biometric ID data. They also underlie the processes related to the personal and biometric ID data:
capture, management, control, verification, backup, transfer and migration. Financial resources must ensure that
the necessary investments can be made for the realisation of the ID infrastructure, but they also support the
infrastructure’s performance throughout its operational life, from implementation to disassembly. Therefore, the 1D
infrastructure and its functioning have to be adjusted to keep within the budget reserved for the purpose.

4.3. ID infrastructure

Counterfeited documents using invalid numbers are not detected by controlling only the listings of lost,

stolen and counterfeited document numbers (negative listings).

The ID infrastructure is materialized as a repository of personal and biometric ID data and to 3 fundamental
activities: create an identity, challenge an identity and end an identity.

The participants have identified several requirements for the repository to ensure a secure link between a person
and an identity: integrity, security and availability of the data, traceability through systematic documentation of the
transactions and finally transparency, interoperability and scalability of the processes.




A monitored enrolment reinforces the integrity of the biometric ID data, avoiding the capture of low quality
information. The integrity is also reinforced by challenging the identities within the repository in order to detect
the duplicates and ID fraud attempts, and through the constant availability of a listing of all the valid document
numbers in circulation (positive listings). Indeed counterfeited documents displaying invalid numbers are not
detected when only using the listings of lost, stolen and counterfeited document numbers (negative listings). The
security of the data is reinforced by a redundant and encrypted storage scheme to avoid data loss, corruption and
theft. The sensitive and permanent information such as biometric ID data is delivered in a modified format, as a
pseudo ID, to avoid permanent data tampering.

All the transactions are documented systematically, and the traceability includes the correction of the errors

and the ID fraud attempts. The transparency towards the user and the surveillance authority is ensured by a
strict respect for the data privacy laws governing for example differentiated data availability and the right to

have erroneous information corrected. The choice, for the ID repository, of a data structure and formats and
communication protocols based on international recommendations and standards for best practice maximises the
chance of an interoperable ID infrastructure.

Finally, the potential of scalability of the ID infrastructure depends on the choice of appropriate biometric
modalities and the selection of efficient biometric technology. For example, the performance of the fingerprint
and iris modalities is superior to the performance of the face modality for identification task (1:N comparison).

4.4. |ID processes
Within an ID infrastructure the processes are related to 3 fundamental activities: create an identity, challenge an
identity and end an identity.



4.4.1. Creating an identity

For security and privacy reasons the electronic personal and biometric ID data stored on a token have to be
encrypted. Secure alternative procedures must be implemented if the access to a token is denied or if the

owner of such a token cannot give his/her explicit consent to access the data, for example health related
data in case of an accident.

Creating an identity involves three steps: registration, validation and verification. The first step registration,

is adding one person to many identities, the second step validation is extracting one from many identities to
produce a token and the third step involves comparing one token to one person.

During the creation of an identity, a person is enrolled by recording his/her personal data, capturing his/her
biometric data and registering this information in a data repository. The information registered during this initial
enrolment constitutes the initial and primary link in the ID chain. The role of the data repository is to safeguard
the integrity of this information, to guarantee its availability and a secure local and remote access. The registered
information is validated by a breeder document that is extracted from the data repository to issue a token.

A token generally contains a visible description of the personal ID data and an electronic description of the
personal and biometric ID data embedded in an RFID chip.

The type of data stored on a token depends on the sector of activity and on the purpose. Obviously, a library 1D
card contains different information from a health insurance card, and each sector should be limited to the using
of information relevant to its own respective activity. Similarly, the interoperability of tokens should be limited to
a sector of activity, particularly where sensitive data is involved. For security and privacy reasons the electronic
personal and biometric ID data stored on a token have to be encrypted. Secure alternative procedures must be
implemented if the access to a token is denied or if the owner of such a token cannot give his/her explicit consent
to access the data, for example health related data in case of an accident.




The role of token can be fulfilled by more common devices such as smartphones, which are able to display
electronic personal ID data on a screen. The aviation industry already offers customers the possibility to
dematerialise their electronic boarding passes by displaying personal ID data and barcodes on smartphone screens.
Smartphones are also potentially capable of enabling electronic transactions through RFID communication®.

This means that technically a smartphone is ready to exploit electronic personal and biometric ID data and to

fulfil transactions within ID processes.

Finally, the personal and biometric data contained in the token are compared with the registered person to verify
his/her identity.

4.4.2. Challenging an identity

The challenge is considered as successful when the strength of the link established when combining the

biometric features of the person (what s/he is), the registered information (what s/he knows) and the token
(what s/he has) exceeds a certain threshold.

Challenging an identity is a process that involves three steps: verification, authentication and identification. In the
first step one person is compared with one token (1:1 comparison). In the second one the information and the
features of the token are checked against the registered information. The third step involves finding one person in
N registered identities (1:N comparison).

When an identity is challenged, the token is checked for authenticity whilst it is compared with the person, to
detect any forgeries or impostors. Subsequently the person and the token are checked against the registered
information to detect any false registration. The challenge is considered as successful when the strength of the

4 RFID communication is called Near Field Communication (NFC) in the mobile communication industry (see http://www.nearfield.org/).



link established when combining the biometric features of the person (what s/he is), the registered information
(what s/he knows) and the token (what s/he has) exceeds a certain threshold. However the process of challenging
an identity can never be perfect. It can only be considered a mastered process when the operational error

rates are monitored and documented and when a threshold is established to minimise the cost of erroneous
identifications and incorrect exclusions, and to meet the requirements specified in the ID management strategy.

4.4.3. Ending an identity
Ending an identity involves registering the death of the owner of the identity in the data repository, updating the
listing of the terminated identities used to check the ID fraud attempts and to archiving the terminated identity.




5. Directions

On the basis of the discussion and the vision, the participants proposed four directions for development:
technology, costs, organisation and politics.

5.1. Technology

The biometric modality and technology ultimately implemented within an ID infrastructure should produce a

real improvement in the ID chain, and not only be sophisticated innovation.

Technology offers access to an increasing range of biometric modalities, from the well-known and established
fingerprint pattern to more esoteric and emerging modalities such as skin reflection and body odour. The
biometric modality and technology ultimately implemented within an ID infrastructure should produce a real
improvement in the ID chain, and not only be sophisticated innovation. They must be carefully selected on the
basis of several criteria: intrinsic performance to minimise the operational costs generated by errors and to ensure
the scalability of the infrastructure, compliance with open standards and international best practice to guarantee
the durability and the interoperability of the infrastructure and a proper ergonomic design to gain the user’s
acceptance and ensure the usability of the infrastructure.

5.2. Costs

Obviously, ID management involves cost, but the absence of ID management generates undesirable side effects
and hidden costs, to criminal activities such as ID fraud or benefit fraud [5]. The victims and the beneficiaries
need to be identified and the costs assessed. This assessment should not only take into account the direct costs
to the victims but also the indirect costs to the other partners in the ID chain.



5.3. Organisation

We can use solutions that have for example been applied in the telecom industry, which has defined a

concept of global electronic identity, -the International Mobile Equipment Identity (IMEI)- and developed an
infrastructure to manage IMEI numbers and secure transactions.

ID management is still regarded as a bureaucratic task that involves managing a system that produces tokens.
However, in reality, ID management is about governance, requiring the definition of a strategy, the development
of a framework, the implementation of an infrastructure and the creation of processes. This complex information
system constitutes the backbone of the ID chain. This means that all the partners need to realise that they belong
to the ID chain, understand the underlying concepts and, ideally, share a common vision of ID management.

A challenge for countries is making the Extended Access Control (EAC) capability for ePassports and elDcards
available. The EAC combines the use of the electronic biometric ID data embedded in the eDocuments with
the use of the certificates delivered by the Public Key Infrastructures (PKI) to achieve high performance and
automatic challenge of identities. Both the data and the infrastructure already exist but they have not yet been
applied to an operational information-based system. We can use solutions that have for example been applied
in the telecom industry, which has defined a concept of global electronic identity, -the International Mobile
Equipment Identity (IMEI)- and developed an infrastructure to manage IMEI numbers and secure transactions.
This has enabled the telecom industry to successfully implement an information-based system that can provide
readily available and interoperable mobile communication services to users travelling anywhere in the world.




5.4. Politics

Ideally, the production of breeder documents should comply with the international standards for best

practice.

A political challenge is developing and enforcing legislation to achieve compliance with the international standards
for best practices in the field of ID management. As mentioned above, the strategy aimed at establishing a secure
link between a person and an identity cannot be achieved without reliable breeder documents. Therefore concrete
efforts need to be made, at the global, national and local levels so that the public authorities recognise the
necessity to register all births worldwide and implement adequate processes to produce birth certificates. Ideally,
the production of these breeder documents should comply with the international standards for best practice.
Another political challenge is gaining a proper understanding of and mastering the concepts underlying ID
management. A proper understanding enables public authorities to explain the strategy and its implications
better, so that users will be less apprehensive about changes in the field of ID management.

Mastering the concepts underlying ID management is necessary to realise that the security of any ID
infrastructure and processes is temporary. An adequate degree of awareness makes it possible to estimate the
timeframe in which an infrastructure and processes are likely to be secure, to plan the improvements of the
processes and the replacement of the infrastructure. It also makes it possible to prepare for worst-case scenarios
for instance a fault in the algorithm used to encrypt the data, and to anticipate their impact and implement
possible countermeasures.



6. Conclusion

Implement a global and integer ID chain to successfully reduce ID and benefit fraud.

In 2020, new infractions are described and incorporated to criminal law codes and social measures are developed

to protect citizens against RFID hackers. National and international ombudspersons safeguards that countries and
their administrations respect national and international data privacy legislation, when dealing with ID data of their
own and foreign citizen. Non-governmental organizations campaign to convince countries to keep redundancy of the
information in distributed physical ID data repositories, in parallel to their centralized electronic ID data repositories.
International organizations support the development and the improvement of a global interoperable ID infrastructure.
They also promote a shared vision for ID management and standards for best practice. With the development of the
ID management, my personal and biometric ID data are safely embedded as pseudo ID data in an RFID smartphone.
This smartphone is completely interoperable for automatic and multilevel ID transactions within my residence
country. Internationally it is partially interoperable, generally for low-level ID transactions. When a smartphone is out
of use, lost or stolen, the pseudo ID data are revoked and secure alternative ID processes are temporarily activated.
On basis of a standardized birth certificate, a new set of pseudo ID data is produced and embedded in a new

RFID smartphone.

The trends anticipated for 2030 focus on a global interoperability and scalability of the ID infrastructure for multilevel
ID transactions. Several regions of the world ally to multinational consortiums on ID infrastructure and management.
Together they pursue an intense lobbying activity to host the “International 1D Assignment Authority” (IIDAA), to

be created before 2030. On the other hand, associations defending the civil society campaign for [IDAA to use

only open-source standards for the ID data and open-source protocols for the ID transactions. They also ask for a
demonstration of the safety of the RFID technology and for an improvement of its robustness. Providers of services
and benefits federate to implement a global and integer ID chain to successfully reduce ID and benefit fraud.
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